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Post-install instructions 
 

1. Authorizing the DTX Connected App 
 

The first step is to Authorize the DTX Connected App using OAuth2. The DTXaaS 
team will contact you to set up a call to authorize the app together. 
 
The user that authorizes the app must be a System Admin or Integration User 
with Read/Write Access on all fields of the Account/Contact/Lead Objects and 
DTX Email Validator Fields and have certain System Permissions (see section 
“Permission Sets” for the additional permissions that the authorized user needs). 
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2. Permission Sets 
 
Certain permissions must be granted to the DTX Email Validator. 
 

• If any DTX Email Validator users have a Standard Profile, they must have 
the following permission set assigned to use DTX Email Validator: DTX 
Email Validator User (with Standard Profile). If all DTX Email Validator 
users are using Custom Profiles, this step is not necessary. 

 
Apart from this, two additional permission sets must be created manually 
once the App is installed: 
 
1) Permission set applied to DTX Email Validator Users: 

• System Permissions:  
o Manage Public List Views 
o Create and Customize List Views 

(These two permissions will allow them to modify the filters to 
choose which emails to validate) 
 

2) Permission set applied to the user that has authorized the DTX Connected 
APP (authorization user): 
 

• Object Settings: Ability to edit “HasOptedOutofEmail” field in Contacts / 
Leads. 

• System Permissions: Send Custom Notifications 
 
Important: the authorization user should be an admin user / integration user 
with at least System Admin permissions + the permission set mentioned 
above. 
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3. EV General Settings & Object Settings 
 

 
Fill out the DTX Email Validator General Settings and Object settings, which 
are found in the “DTX Email Validator” tab of the App. You will find a definition 
for each field in the sections “EV General Settings Guide” and “EV Object 
Settings Guide”.  
 
EV General Settings 
Required fields to fill out in EV General Settings: 

• Maximum validation retry time 
• Client contact email 
• Privacy & Data Policy accepted – must be checked 
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EV Object Settings: 

• “Object API Name” field (EV Object Settings) can’t be modified – for 
now, this App validates emails for Person Accounts, Contacts and 
Leads. 

• “Email Field API Name” field (EV Object Settings) can’t be modified – for 
now, this App validates emails from the standard Email fields. 
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4. Person Account Setup  
(skip this step if Person Accounts are not activated) 
 
1. Go to the “Email Validator – Person Accounts” tab in the Email Validator 

App and click on “Create List Views and Fields” on the bottom right corner. 
This will create the Email Validator List Views & Fields for Person Accounts. 

 
2. One the setup is complete, the message “Account List Views and Fields 

created” will appear and the list views to the left will be created:  
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3. 6 formula fields have also been 
created in the Account object 
with this setup. The next step is to 
give read access to these fields 
through profile permissions / 
permission sets: 
  
 

4. Create Email Validator Results 
component for Account record pages: to show the results of Email 
Validator in a record page, 2 components (quick actions) are included in 
the Contact and Lead object: “Email Validator Results – all fields” and 
“Email Validator Results – key fields” (before continuing, please see an 
example of these with screenshots in section 4). 
 
These components need to be created manually for the Account object. 
The easiest way to do so is by creating it based on the existing 
components in the Contact and Lead objects, with the same settings and 
field layouts. 
 

Here are the actions in Contacts that can be replicated for the Account Object: 
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“Email Validator Results - all fields” action (when creating the action in the 
Account object, copy the highlighted settings): 
 

 
 
Clicking on “Edit Layout” will show the field layout, which also has to be 
replicated: 
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The only difference between “Email Validator Results - all fields” and “Email 
Validator Results – key fields” are the number of fields that are shown. In the 
key fields component, only the EV Icon and the EV Date are shown, while the 
other one also shows the EV Result Category, EV Result and EV Result Detail. 
You can decide which one to add to your Lightning Record Page. 
 
Once the quick actions have been created in the Account Object, they can be 
added to Account Record Page to see the Email Validation results. 
 

 
If the Account Lightning Page is shared both by Business Accounts & Person 
Accounts, the “Email Validation Results” component should have a visibility 
filter so that it only appears for Person Accounts. In the following example, the 
visibility filter is configured so that the component only appears in Accounts 
where the field “Is Person Account” is equal to true: 
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5. Add filter “Is Person Account = False” to Contact EV List Views: as Person 

Accounts are also Contacts, it is necessary to add an additional filter to the 
EV List Views so that only the Contacts that are not Person Accounts are 
shown (the ones that are Person Accounts will be validated / reviewed in 
the Account EV List Views). 
 
To do so, the filter “Is Person Account = False” has to be added to the 
different Contact EV List Views: 
• EV - Current Email Validation List 
• EV - All Validated Emails 
• EV - All Emails in Validation 

 
In the case of the Account EV List Views were created in step a) of the 
Person Accounts Setup, these are already created with a filter included - in 
this case, it’s the opposite filter than for Contacts - “Is Person Account = 
True”, because we are interested in seeing only the Person Accounts, not 
all Accounts in the Org: 
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This filter should always be included in the Account EV List Views. 
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5. Record page validation: quick action button / flow component 
 
There are two ways in which individual records can be validated: using a quick 
action button (A) or a flow component directly in the Lighting page (B): 

 
A. Quick action – the “Validate email” action, must be added either to the 
object’s page layouts or directly in the Lightning App Builder if dynamic 
actions are enabled. 
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B. Flow component - to add it, please follow these steps: 
 
1. Once in the Lightning App Builder for a certain record page, drag the “Flow” 
component into the page:   

 
 
2. Click on the component, and on its settings (in 
the right sidebar), choose the “Email Validator – 
Record Page Validation” flow, keep the layout at 
“One Column” and tick the checkbox “Pass 
record ID into this variable” – this last step is 
very important, if not the email validation will 
not work. 
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Note: If the Account Lightning Page is shared both by Business Accounts & 
Person Accounts, the quick action button / flow component should have a 
visibility filter so that it only appears for Person Accounts. In the following 
example, the visibility filter is configured so that either the quick action button 
or the flow component appear only in Accounts where the field “Is Person 
Account” is equal to true: 
 
Quick action visibility filter: 

 
Flow component visibility filter: 
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6. Record page validation: Email Validation Results component 
 
To show the results of Email Validator in a record page, 2 actions are included 
in the Contact and Lead object (the components for Account must be created 
manually, more information in section 2d).  
 
These difference between the two components is the number of fields shown: 
 
Email Validator Results – all fields: 

• EV Icon 
• EV Date 
• EV Result Category 
• EV Result 
• EV Result Detail 

Email Validator Results – key fields: 

• EV Icon 
• EV Date 

Please follow these steps in the Lightning App Builder to add them: 
 
1) Move over a “Related Record” component to the Lightning Page:
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2) Once added, review the component settings in the right sidebar. Add the 
header label “Email Validation Results”, and in the “Update Action” dropdown, 
select either “Email Validator Results – all fields” or “Email Validator Results – 
key fields”. Also remove any value that appears in the “Create Action” 
dropdown (just below the “Update Action” dropdown) – it should be empty. 
 

NOTE: the DTX Email 
Validator fields can also be 
added directly to the record 
page layout (for example, 
adding a section called 
“Email Validator” and adding 
these fields). However, we 
recommend using this 
component because its 
contents always refresh 
when clicking on an Email 
Validator results notification. 
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7. Purchasing credits 
 
In order to purchase credits to use DTX Email Validator, you will find the links in 
the “Credits” section of the “DTX Email Validator” tab: 

 
You will be redirected to the Stripe Secure Checkout page, where you must 
enter your card details: 

 
You will receive a confirmation email from the DTX Team when the credits are 
added to your account. 
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8. “EV Exceptions” Object 
 
With the installation of DTX Email Validator, an object called “EV Exceptions” is 
created, which logs any APEX errors related to the app for troubleshooting by 
the DTXaaS team. In the case there is an APEX error, the DTXaaS team will be 
notified and will investigate the issue,  getting into contact with your org 
admin. 
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Uninstall instructions 
 
Before uninstalling Email Validator, the following flows need to be deactivated: 

• Email Validator - App Page List View Validation 
• Email Validator - Daily Scheduled Validation 
• Email Validator - Get Credit Balance / Buy Credits 
• Email Validator - Record Page Validation 

You may have to remove some of the elements from Lightning Pages to uninstall 
successfully (quick actions, flow components, etc.). When attempting to uninstall, 
Salesforce will give you a list of the elements that have to be removed, and from 
which layouts / lightning pages. 

Person Accounts: If DTX Email Validator is being used with Person Accounts, please 
manually delete the following elements before starting the uninstall, as they will not 
be automatically deleted with the rest of the package. 

List views:  

• EV - Current Email Validation List 
• EV - All Validated Emails 
• EV - All Emails in Validation 

Fields (field API Name ending in “__c”): 

• Account 
o EV Date (dtxaas_ev_date__c) 
o EV Icon (dtxaas_ev_icon__c) 
o EV Result (dtxaas_ev_result__c) 
o EV Result Category (dtxaas_ev_result_category__c) 
o EV Result Detail (dtxaas_ev_result_detail__c) 
o EV Revalidation Pending (dtxaas_ev_revalidation_pending__c) 

Email Validator Results component (action) – if the “Email Validator Results – all 
fields” / “Email Validator Results – key fields” component has been created for the 
Account record page, it should be manually deleted as well. 
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Revoke DTXaaS Connected App OAuth2 access 

To revoke OAuth2 access to the DTX Connected App: 

1. Go to Setup → Connected Apps → Connected Apps OAuth Usage, find the 
DTXaaS Connected App and click on the number in “User Count”: 

 
2. Click “Revoke” for the User that has authorized the DTXaaS Connected App: 

 
 
 


